Session 2

What's Cyber Well Being?

e Living smart and safe in the digital world
e Protecting your personal info, money, and future

e Knowing risks and how to avoid them - just like super smart

Think of it as your everyday safety rules, but for phones, apps, and DMs.

Know the Threats

There are common tricks targeting young people.

Cyber Fraud: Online ceating to steal money or data

Cyber Thugging: Threats, blackmail, harassment for control.

Photo Trap: Asking for pics, then misusing them.

Digital Pootprint: Your online record can follow you.

Fraud Part - 1

e Financial Scam: Double - your money, gift, lottery
e Fake Police Massage: "Pay now or arrest" lies
e Friend's Friend Request: Impersonation via mutuats.

e Job Offer Scam: Upfront payment, fake HR emails.

Loan App Scam: Hidden fees, forced access, threats.
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URGENT

There are a few simple steps you can take to avoid falling prey to a phishing scam.

e First, don't click on suspicious links in your email, especially those that ask for personal
information. If you're not sure wether an email is legitimate, don't open it....and definitely
don't click on its links.

e If possible, contact the company or organization directly through a known and trusted
channel before responding to any emails asking for personal information. You can also file

a complaint with Federal Trade Commission or other federal agencies.



e Finally, pay attention to the tone an dcontent of the email. Is it unusually urgent? Are
there misspell words? Is there an offer that seems too good to be true? If it seems

"Phishy", it probably is.

Finance Fraud

High Income

Double your money

Fast money

Quick profit

Limited seat

Fake testimonials

Fake reviews

Extra income


https://books.humansofwelive.org/uploads/images/gallery/2026-02/JMKimage.png

20,000 ka Lo;rery Jeet
gayaiu
aapna OTP bata

Pusb’;:a Naam
sunke FOOL

samjhe kya
abhi fera number

CYBER PS ko
WhatsApp karega

Main link kholega nahi

Cyber Fraud & Cyber Thugging

Red Flag[T]: Requests for gift cards, lottery, or sudden " verification" links.

e Scammers pose as friends, officials, or brands.

e They pressure with insults, threats, or urgency for money.

Golden Rules



1. Never share Personal Details: ID,Phone, Address, School/Work informations - Keep
private.
2. Think Before Sharing: OTP, Aadhar Pan and Account Details.

3. Don't Click Unknown Links: Ignore random DMs and "Urgent" link requests.

Part 2: 5 Golden Rules

Verify Before Trusting Stay Calm & Report
call or meet using a known contact to Never pay under pressure. Use helpline
confirm. 1930.
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